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OpenSSH In Windows 10

Connection settings for this article

Host Name Login Name
Server|Jump Server{jump Server Username
Client |Localhost |Local Username

*about PDF

Open PowerShell

Press Start and then press “Windows PowerShell”.

How do | know if OpenSSH is installed?

Check if the OpenSSH client is installed by typing the following command into PowerShell.

PS C:\> gcm ssh | fl

Name : ssh.exe

CommandType : Application

Definition : C:\WINDOWS\System32\0penSSH\ssh.exe

Extension 1 .exe

Path : C:\WINDOWS\System32\0penSSH\ssh.exe

FileVersionInfo : File: C:\WINDOWS\System32\0penSSH\ssh.exe
InternalName:
OriginalFilename:
FileVersion: 7.7.2.1

If the details of ssh.exe are displayed as above, it has been installed.

If you do not see it, Windows Update (version 1803 or later) with administrator privileges will install
the OpenSSH client by default. If not, open Settings, select Apps > Apps & Features, then select

"Optional Features" .

Generate an SSH Key Pair

Generate an ssh key in PowerShell. (After # are comments)

PS C:\> ssh-keygen -t ecdsa -b 384
Generating public/private ecdsa key pair.

Enter file in which to save the key (C:\Users\username\.ssh\id ecdsa): #
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enter

Enter passphrase (empty for no passphrase): #Enter passphrase

Enter same passphrase again: #Enter passphrase

Your identification has been saved in test.

Your public key has been saved in test.pub.

The key fingerprint is:

SHA256 : UQwYCcMTRGPJEDwQ7y4z50S+j9PhFpavrKZ3W7jEuH1E username@localhost
The key's randomart image is:

+---[ECDSA 384]---+
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Key pairs are created in the

(C:\Users\username\.ssh\id_ecdsa)
by default. The key may not be used unless it is placed in a folder under the user.

Apply for a key

Please apply for registration of the created public key id_ecdsa.pub.
Qisee Jump Server account request [JCIDAS System account request

Add your SSH key to the ssh-agent

%] Use ssh-agent to avoid entering the passphrase for ssh connections and to avoid putting the
private key on the steppingstone server.
Select Start > Administrative Tools > Services. Open the properties of the

"OpenSSH Authentication Agent"
. Select automatic as the startup type, press start, and start the ssh-agent service
(properties)

Next, register the private key id_ecdsa.

PS C:\> ssh-add 'C:\Users\username\.ssh\id ecdsa'

Enter passphrase for C:\Users\username\.ssh\id ecdsa:[[# 0000 OO0ODO
Identity added: C:\Users\username\.ssh\id ecdsa
(C:\Users\username\.ssh\id ecdsa)
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O00000,%sh-add-"000000.00000000000000O00O0DOO “ssh-add-D"0000
a.

SSHO [J

O000000sshOODODO.-ADD0O0O0O00,00000000000D0O0,000000000D000
g0, 0dddoooooo,ooooooooooooooooooooooon.

PS C:\> ssh OOOusername@Uu O0OO0O0O -A

The authenticity of host 'O 00 OO0 (*¥* *¥k x4k xx%)' can't be
established.

ECDSA key fingerprint is SHA256:UQwYcMTRGPAEDwQ7y4z50S+j9PhFpavrKZ3wW7jEuH1E.
Are you sure you want to continue connecting (yes/no)? # yes

Warning: Permanently added OO OO OO, *¥* ¥k x4k xxxt (ECDSA) to the list
of known hosts.

XOO

O00D00000 XWindow System (X11) OO OO0, x0OODOODOO0OO0DODODOODOOOOO
O000O00.00,VeXsry Windows XServerDOOOQOQOQOO, 00000000,
VcXsrv OO O QOO0

goboooboooooobooo,oan

"finish configuration" O O
0, “save configuration"0 00, 0000000000000 (D0ODO0O0ODOO0O0OOOOOOOO
config.xlaunch).

0000000000000 000D000, VeXsry Windows XServerOOOOO0OO0OO0OO0O,000
goboooo,0booobbuooobo.
‘CO000 "-"“WindowsOJOQOQOOOO”

"ooooooooooooT
O,shell:startup 000,00 000000000000 0.0000000D000O0O0O0O
configxlaunch OO OOODOOOODOOOODOOO.

O0,0000DISPLAYDO OO OO . VcXsrv Windows XServer 000000000 oooooooog

O0000000oO0,000000000000000 “localhost:0.0-1clients”" OO0 0O0O00O0O0OOO
0,00 localhost:0.0 D0 OOODISPLAYO O OOO.OODOO locachostO OO, 0000000000
0, 127.0.0.1, localhost 0O OO OO OO, [x]

PS C:\ [System.Environment]::SetEnvironmentVariable("DISPLAY",
"localhost:0.0", "User")

pPSOO00OODO,00000O00O0ODOOO.

PS C:\ $env:DISPLAY
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localhost:0.0

x0OOOODODOOoOooooogoo,sshoooo.x0000oooooooog,0opoo0gdoooog
aoo.

PS C:\ ssh -AXY O00O0Ousername@C OO O0O0O

sshOOOOoOOoOoono

00000000000000 (C:\Users\username\.ssh\config), ssho OO0 0000000,
*|dentityFile 0 0000 ssh-agent 000 000000000,00000000000000.

Host OO 0O
ForwardAgent yes
ForwardX1ll yes
ForwardX11lTrusted yes
User OO Ousername
HostName OO OOOO
IdentityFile "C:\Users\username\.ssh\id ecdsa"

O000000sshOODoOO.

PS C:\ ssh OOO
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